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Executive Summary

Children’s and youth’s lives have been profoundly reshaped by digital platforms and
services, transforming how young people learn, play, socialize, and perceive the world. The
rapid integration of social media accounts, anthropomorphic technologies' (e.g., artificial
intelligence [Al] chatbots), and data extracting software (e.g., location tracking) into
everyday life has outpaced legislative safeguards, leaving children and youth exposed to
greater levels of manipulation and risk than ever before.? While digital technologies can
facilitate some opportunities for education and positive social interaction, an unregulated
digital environment has led to significant harm to the mental and physical health and safety
of children and youth.?

In 2020, Canadian children and youth ranked 31st out of 38 high-income countries in overall
mental well-being, underscoring the need to strengthen supports for young people in
Canada.* Enacting online safety legislation is a necessary step, given consistent evidence
linking exposure to digital harms, including excessive use and harmful content,*”’ to increased
risks of depression, anxiety, and other adverse health outcomes in children and youth.®®
Global leaders, including Australia, the European Union, and the United Kingdom, have taken
significant steps to protect children and youth online by enacting comprehensive online
safety legislation with paediatric-specific protections. Canada’s continued failure to pass
comparable legislation and to align with international best practices and policies highlights
an urgent need for coordinated policy and legislative action.

With an aim to protect children and youth from the harms associated with illegal or harmful
online content, to safeguard young people from deceptively designed digital products and
services that monetize their personal data and fuel addictive use,® and to ensure technology
companies are accountable for the online environments they create and—as of now—control,
the federal government should:




1. Establish an independent online safety regulator with the authority, expertise, and
resources to administer, monitor, and enforce compliance with online safety regulations. The
mandate of the regulator should apply to all digital platforms, including social media, online
gaming, online gambling, and generative Al, and should remain flexible enough to include
emerging technologies.

2. Introduce a statutory duty of care on online platforms and services to act responsibly and
safely in their operation and design, and to take reasonable measures to protect children
and youth from harm.

3. Adopt a design-based approach that moves beyond content moderation and age-gating
by requiring platforms to implement safety-by-design measures including, but not limited
to, risk assessments, privacy by default, and user empowerment for children and youth.
Platforms must be required to assess and mitigate systemic risks, with meaningful penalties
for non-compliance.

4. Develop and enforce a children’s code to guide the enforcement of the independent
regulator’s child safety duties. The code must outline age- and stage-specific regulator
duties and enforceable standards for services accessible to minors. It should be developed
through broad consultation with civil society, including paediatricians, other child and youth
care providers, caregivers, and children and youth themselves.

By acting on these recommendations, Canada can promote the health, educational,
and developmental well-being of its youngest citizens, and increase alignment across
international jurisdictions in this rapidly evolving digital regulatory environment.



Introduction

Today, more than 99 per cent of Canadian youth aged 15 to 24 are online and over 91 per
cent use social networking sites." Over 70 per cent of Canadian children aged 12 to 17 exceed
a recommended two-hour daily limit of recreational screen time on school days, rising to
87 per cent on non-school days.”? One Canadian study found that 57 per cent of children
aged as young as 6 to 10 report frequent exposure to social media through platforms such
as YouTube, Snapchat, and Facebook.”® One in five young people also report negative mental
and physical health effects linked with their online experiences,® effects that paediatricians
see every day in outpatient clinics, emergency rooms, and inpatient wards across the country.
These harms are driven, in part, by digital platforms that expose children to harmful,>~’
violent,*'® and sexually exploitative content,” which has been linked to anxiety, depression,®*®
disordered eating,” self-harm,*?° and the normalization of hatred and violence."

During the critical stages of social and emotional developmentin childhood and adolescence,
children and youth are uniquely vulnerable in the online environment and especially sensitive
to social feedback, peer approval, and reward-based behavioural incentivization. We should
not leave children and youth to navigate this unregulated digital world on their own.

The architecture of digital platforms is designed to monetize??? and cultivate addictive use.??
Features such as infinite scroll, autoplay, personalized content recommendation algorithms,
popularity metrics, frictionless sharing, anonymity, in-app purchases, and “friend” suggestions
are engineered to keep users—especially children and youth—engaged for extended periods.
These engagement-driven design choices align directly with the underlying business model
of several digital platforms and services, which is dependent on sustained engagement
to maximize profit through continuous collection, analysis, and sale of personal data.*

Within this “attention economy,” human attention has been transformed into a commodity,
with addictive design features serving as the tools to harvest profit: the longer a child stays
online, the more data are captured and monetized, providing greater incentive to incorporate
addictive design features that drive prolonged and frequent engagement.?=?” On average,
technology companies collect 72 million data points on a child before they turn 13, and over
70 per cent of the most popular platforms use children’s information to generate revenue.®

Internationally, many of Canada’s closest allies have already enacted online safety laws
that foster safer digital environments for children and impose meaningful accountability on
technology companies.®*-* Canada must learn from existing international models, adopt
emerging best practices, and align with peer nations to prioritize the safety, privacy, and
well-being of children and youth.




Canadian Context
Federal

There is overwhelming public support for federal online safety regulations in Canada.?#3¢
In parallel, the Canadian government has acknowledged the urgency of regulating digital
platforms, particularly to address specific public safety, national security,” and media-
related concerns.® However, recent multi-partisan efforts have yielded limited success, and
multiple bills have failed to receive royal assent.

In the 44th Parliament, three key pieces of legislation were introduced, yet none passed
before Parliament prorogued in early 2025.

« Bill C-63° also known as the Online Harms Act, was introduced by the Liberal
government, and proposed a duty of care, an independent online safety regulator,
and amendments to the Canadian Human Rights Act and Criminal Code to
strengthen protections against hate-motivated offences. It faced criticism over
its broad scope, the risk of over-censorship, and potential threats to freedom
of expression.°

« Bill C-412, a Conservative private member’s bill entitled The Protection of Minors
in the Digital Age Act and to amend the Criminal Code, proposed a requirement
for social media platforms to remove harmful content under threat of significant
fines, but it lacked appropriate enforcement strategies and did not establish an
independent online regulator to oversee new accountabilities for online platforms.

» Addressing a distinct but related issue, the Artificial Intelligence and Data Act, part of
Bill C-27,%2 aimed to regulate commercial Al use to ensure safety, transparency, and
accountability. Criticisms of the bill included unclear definitions, limited enforcement
mechanisms, and concerns over stifling innovation.

Provincial/Territorial

Provinces have also pursued efforts to hold platforms financially accountable for health and
education-related harms. In 2024, British Columbia (B.C.) introduced Bill 12,4 the Public Health
Accountability and Cost Recovery Act, to enable the Government of B.C. to pursue legal action to



recover health-care costs from social media companies. Following significant pushback from
industry, the province paused the legislation and launched the Online Safety Action Table.*4
This voluntary forum, which included the B.C. government and several global technology
giants (including Metaq, TikTok, X, Google, and Snopchot), has failed to secure any meaningful
commitments related to child protection,* underscoring the limits of voluntary measures.

In Ontario, a group of 14 school boards and schools, known as Schools for Social Media
Change, launched a $4.5 billion lawsuit against Meta, Snapchat, and TikTok, alleging that
negligently designed platforms are addictive and disrupt student learning and youth mental
health,*¢ resulting in significant harms and costs to the education system.*’ At the time of
writing, the outcome of the Ontario lawsuit remains pending.

By fall 2024, all provinces* had introduced policies limiting student cell phone use in
schools.*® These interventions vary considerably in both scope and implementation. While
principals, educators, and students generally report positive outcomes, such as increased
focus and socialization, challenges remain regarding consistent enforcement and rigorous
evaluation, limiting the policy’s effectiveness.®*® Most Canadians view the bans as either not
very effective or not effective at all (43%) or remain unaware of the policy (23%) .52 Moreover,
school-based regulations do not address the significant amount of time youth spend online
outside of school.

Online Harms

Online safety legislation is strongest in Canada on cybercrime, including child sexual
exploitation and cyberbullying. Since 2014, youth-victim cybercrime reports have more than
doubled.®®* Canada’s national tipline for reporting child sexual exploitation, Cybertip.ca, has
received over 4.3 million reports referring cases to local law enforcement.®* Canada’s National
Strategy for Protecting Children from Sexual Exploitation on the Internet was created in 2004
and, through this strategy, the Government of Canada invests over $27 million annually
to “combat sexual online exploitation.”® While the National Strategy supports essential
programming, including the Canadian Centre for Child Protection (C3P), greater resources
and attention must also be invested in proactive measures to reduce the number of children
and youth victimized online.

Coordinating Action

In recent years, parent groups, educators, public health organizations, and professional
societies have actively worked to reduce online harm through advocacy, education, and
supportinitiatives—promoting digital literacy and safe online practices athome and in school,
while developing parent, caregiver, and youth guidance on navigating social media safely. In
parallel, youth-led initiatives from Young Politicians of Canada®® and Heads Up (the Dais),?”
among others, have worked to ensure that young people’s perspectives inform federal policy




and practice. Despite these wide-reaching efforts, challenges remain in scaling interventions,
ensuring platform compliance, and reaching marginalized or rural communities.

While online safety is clearly a whole-of-society problem requiring collaboration across all
levels of government and sectors, the federal government holds primary responsibility for
regulating technology as a matter of national concern® and is therefore accountable for
creating safer digital environments for children. A comprehensive federal legislative and
regulatory framework is needed to protect the health and development of Canadian children,
youth, and families, and reduce the significant burden that online harms have on a wide
range of public sectors including health care, education, and law enforcement.

International Regulatory Models:
Structure, Function, Scope, and Financing

With a relatively small market, and all major digital platforms headquartered abroad, Canada
faces unique challenges in exerting influence in the digital space. To enable meaningful
oversight and extraterritorial compliance, Canada must strategically align its regulatory
framework with international best practices.

To support this alignment, a scan of global digital safety regulations was undertaken,
identifying 11 jurisdictions, many of which are members of the Global Online Safety Regulators
Network (GOSRN).5° Jurisdictions reviewed in detail include Australia, the European Union
(EU), Fiji, France, Germany, Ireland, New Zealand, the Republic of Koreq, Slovakia, South Africa,
and the United Kingdom (UK).

Table 1outlines the type of regulator, their core regulatory functions, and presence of a child-
specific mandate for each peer jurisdiction. The regulatory functions are grouped based on
four functions, as identified and defined by GOSRN®:

- Ex ante regulation — Responsible for the development and enforcement of preventive and
proactive codes, standards, and guidance

« User complaints and investigations — Duties include content scanning, receiving and
investigating individual user complaints, issuing content removal and blocking notices,
partnering with law enforcement and hotline networks, and service blocking or
restriction orders

- Information gathering and enforcement — Equipped to support systemic oversight and
transparency, non-compliance notices and financial penalties, court orders, and injunctions

- Prevention research and engagement — Designed to enable public education and
awareness, resedrch and grants, horizon scanning, and industry engagement



Table 1. Regulatory authorities of peer jurisdictions

Independent .
ol Regulatory Functions Regulatory Area
G User Information Prevention Child $c9pe
Independent Ex ante . . . limited
. complaints & gathering & research & -specific )
Regulator regulation . . . to online
investigations enforcement engagement protections £
satety
Australia Yes Yes Yes Yes Yes Yes Yes
EU Yes* Yes Yes; no user Yes Yes Yes No
complaints
YSS;. Yes; no
no service Yes; h
Fiji Yes No blocking or no oversight researc Yes Yes
.9 and horizon
restriction or transparency .
scanning
orders
France Yes Yes Yes Yes Yes Yes No
Germany No Yes Yes Yes Yes Yes No
Ireland Yes Yes Yes Yes Yes Yes No
INC: Yes: Yes; no
New Zealand voluntary ©s; enforcement No Yes Yes Yes
enforcement voluntary
powers
only
Republic Yes Yes Yes Yes; no oversight and Yes Yes No
of Korea transparency
Slovakia Yes Yes Yes Yes; ne c.ourt .orders Yes Yes No
and injunctions
Yes;
no service
South Africa Yes Yes blocking or Yes Yes Yes No
restriction
orders
UK Yes Yes Yes; no user Yes Yes Yes No
complaints

* As noted below, the EU requires that each member state appoint an independent regulator.

" The research draws on published legislation, publicly available information from government and regulator websites,
and international regulatory indexes. All sources are listed in the Appendix.




Independent Regulators

While organizational models differ internationally, a clear global pattern emerges: most peer
jurisdictions have established independent statutory regulators, including the EU, Australia,
and the UK.

« The EU's Digital Services Act (DSA) came into force in November 2022, requiring each
member state to designate an independent national regulator, known as a digital services
coordinator (DSC), to supervise and enforce the DSA in their respective countries. Examples
of DSCs include Arcom in France and Coimisidn na Medn in Ireland.

* Austradlia first established an eSafety Commissioner in 2015, with a mandate centred on
protecting children and youth from online harms. However, the eSafety Commissioner’s
regulatory and enforcement powers were expanded significantly in 2021 under the Online
Safety Act to include a mandate to protect all Australians from serious online abuse.

* The UK adopted an alternate approach, electing to expand the mandate of its existing
communications regulator, Ofcom, under the Online Safety Act (2023).

Within the EU, the European Commission and Germany are unique cases. As a supranational
body, the EU Commission is not an independent regulator in the traditional sense. However,
it exercises independence, enforcement powers, and expertise, while coordinating with
independently established DSCs in each member state. Germany has a designated DSC, but
responsibilities are also shared with pre-existing specialized agencies, including the Federal
Agency for the Protection of Children and Young People in Mediaq, established under earlier
online safety laws.

By contrast, New Zealand has not established an independent regulator. Instead, NetSafe,
a charitable organization, is the sole agency appointed under the Harmful Digital
Communications Act to handle user complaints. Without enforcement powers, it relies on
voluntary cooperation from digital platforms. Following a two-year review of the effectiveness
of NetSafe, New Zealand's Department of Internal Affairs proposed the establishment of an
independent statutory regulator. However, as of writing, this proposal has not been enacted.®
In 2025, calls for meaningful reform grew amid criticism of NetSafe’s close ties to digital
platforms,®? highlighting the challenges of ensuring online safety without sufficient authority.



Based on these international examples, five key elements emerge as essential for an effective
Canadian online safety regulator:

1. Independence from political, governmental, or industry influence to ensure
impartial and credible oversight

2. sufficient enforcement powers and appropriate resources to meaningfully hold
platforms accountable

3. Deep expertise in the digital sector, regulatory environment, and specific risks to
children, including awareness of, and interoperability with, relevant international
regulatory models and standards

4. A requirement to uphold the specific best interests of children, protecting their
safety, well-being, and rights

5. Adaptability to keep pace with rapid technological change and evolving harms,
including a broad scope of regulated entities and platform design features

Special Protections for Children and Youth

All peer jurisdictions recognize children as requiring special protections in their online safety
frameworks. The EU’s DSA requires that platforms uphold fundamental rights, including the
“bestinterests of the child,”? and require a high level of privacy, safety, and security for services
accessible by minors. Additional specific provisions include reducing exposure to harmful
content and child-specific risk assessments. Similarly, the UK’s Online Safety Act recognizes
the need for a higher level of protection for children compared to adults, including a mandate
to prevent children from accessing illegal, harmful, and age-inappropriate content, and a
requirement to conduct child-specific risk assessments.

? The “best interests of the child” principle requires that all decisions affecting children prioritize their full rights and

holistic development, with children’s interests taking precedence over commercial or other external considerations.




Scope

In addition to variations in regulatory structure and function, international jurisdictions differ
in the types of digital platforms included in their online protection frameworks, as highlighted
in Table 2.

Table 2. Scope of digital platforms regulated by peer jurisdictions

Scope
Jurisdiction Social sy . App Internet N\ess‘aging Bl
. and Gaming A . services to-end Search . Gen
media . distribution service ) . Websites
. storage  services . . and datin encrypted engines Al
services® a8 services providers g A 8
services apps services

Australia Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
EU Yes Yes Yes Yes Yes Yes Yes* Yes Yes No
Fiji Yes Yes Yes No No Yes Yes Yes Yes Yes
France Yes No Yes Yes Yes Yes No Yes Yes No
Germany Yes Yes Yes Yes Yes Yes No Yes Yes No
Ireland Yes Yes Yes Yes Yes Yes Yes Yes Yes No
New Yes No Yes No No Yes Yes Yes Yes No
Zealand

Republic S

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

of Korea

Slovakia Yes Yes Yes Yes Yes Yes Yes Yes No No
Sou.th Yes Yes Yes Yes Yes Yes Yes Yes No Yes
Africa

UK Yes Yes Yes No No Yes Yes Yes Yes Yes

*Social media services are defined as any online service that enables online social interaction between end-users.
This includes services that allow users to interact with each other (user-to-user services) or post and view
user-generated content (video-sharing platforms).

4End-to-end encrypted services aren’t exempt, though the DSA does not mandate decryption or surveillance.

>The Korea Communications Standards Commission regulates content on Al platforms like DALL-E where content is

publicly accessible. However, services such as ChatGPT are not regulated as they interact privately with individual users.




Most peer regulators have authority over a broad range of digital platforms and services,
covering social media, online gaming, dating apps, search engines, and even emerging Al-
driven systems. Recognizing that the digital environment continues to evolve rapidly, and
that children can be present anywhere online, global precedent underscores the importance
of defining the scope of regulated services broadly to ensure that they apply to all online
products and services children are likely to access.

Funding

International models also illustrate options for financing an independent regulator. Both the
EU and UK have adopted cost-recovery frameworks that require digital platforms to pay
annual supervisory fees and use penalties paid from non-compliance to fund ongoing
regulatory and enforcement activities. In the UK, these industry contributions are designed to
fully offset the cost of regulation.®?

Canadian federal and provincial jurisdictions have experience implementing effective cost-
recovery regulatory models, including the Canadian Energy Regulator,®* the Canadian Food
Inspection Agency, and B.C.'s Opioid Damages and Health Care Costs Recovery Act. In the
same way that existing models hold private companies accountable, digital platforms that
generate billions in profit from online activity should bear a significant share of the financial
responsibility for mitigating associated health harms. Canada'’s previous Bill C-63, the proposed
Online Harms Act, also reflected this need through a reference to a cost-recovery model.

International Approaches: Harm Mitigation

Across peer jurisdictions, three distinct approaches to harm mitigation strategies have
emerged based on a focus on content, age, or design.

Content-Based Approach

A content-based harm mitigation approach requires online service providers to remove
illegal content (such as child sexual abuse material) as well as harmful but legal content,
including pornography, any content promoting dangerous behaviour (e.g, self-harm, suicide,
disordered eating), bullying, harassment, and misinformation. Viral social media challenges
(e.g. risky online challenges such as consuming Tide Pods or “blackout”) fall into this category
because they encourage children and youth to perform dangerous acts online for attention,
likes, or views, often across multiple platforms.®® The obligations under the content-based
approach include measures that limit the algorithmic amplification, recommendation, or
repeated exposure to such harmful content. Some jurisdictions classify child-harmful content
as a separate category, while others capture it more broadly under “harmful content.”

Under a content-based approach, users can report harmful content to regulators, who may
issue content-removal notices, or report directly to platform-operated reporting systems.




Platforms may be required to implement additional content-moderation systems, including
automated screening and detection tools and human moderators that proactively remove
illegal and harmful content. Importantly, content moderation should be carried out in
consultation with relevant experts (e.g., mental health professionals) who can help establish
standards for what constitutes harmful versus safe content, to ensure moderation is effective
and evidence based. At minimum, many jurisdictions require platforms to remove illegal and
harmful content reactively in response to user complaints.

Table 3 outlines the content-based harm mitigation obligations for both platforms and
regulators across international jurisdictions.

Table 3. Content-based harm mitigation obligations of peer jurisdictions

Content Obligation

it e Content Obligations for Regulated Platforms

Jurisdicti .
unisiction Run lee si':eps to Complylith Run Proactively
protect children from content-removal .
user-content . . . user-content remove illegal and
o 6 age-inappropriate notices from o
reporting scheme reporting scheme harmful content
content regulator
Australia Yes Yes Yes Yes .YES; only for
illegal content
EU No Yes Yes Yes .Yes; only for
illegal content
Fiji Yes Yes Yes Yes No
France Yes Yes Yes Yes Yes
Germany Yes Yes Yes Yes Yes
Ireland Yes Yes Yes Yes Yes
New Zealand Yes No No No No
5: IP(:l::: Yes Yes Yes Yes Yes
Slovakia Yes Yes Yes Yes No
South Africa Yes Yes No Yes Yes
UK No Yes No Yes Yes

® A run user-content reporting scheme is a structured mechanism implemented by online platforms that allows users

to flag or report content that violates community standards, terms of service, or legal guidelines.




(14

Canada’s digital environment is evolving

faster than the safeguards designed to
protect children and youth.

In Australia, New Zealand, Republic of Korea, South Africa, and Fiji, regulators primarily rely
on user-complaint mechanisms and the issuing of content-removal notices. In New Zealand,
platform cooperation is voluntary, and unresolved cases can be escalated by users to the
courts, which have binding takedown powers. In contrast, the EU and UK impose mandatory
obligations on platforms to receive and respond to user reports. In the EU, platforms must
notify law enforcement and judicial authorities if they become aware of a criminal offense
involving the life or safety of a person. Germany, Slovakia, and Ireland also allow users to
report platform violations of the DSA to national regulators, including issues with a platform’s
handling of user complaints.

Beyond reactive measures, both the EU and UK require platforms to remove certain content
proactively including hate speech and child sexual abuse material. Both jurisdictions enforce
robust obligations (under due diligence in the EU and duty of care in the UK) requiring platforms
to mitigate risks associated with illegal and harmful content. Measures include user-reporting
systems, automated detection tools, and human review. In the EU, member states designate
expert third-party entities as “trusted flaggers,” empowered to detect illegal content and
notify online platforms of the need for prioritized content removal. In the UK, Ofcom explicitly
requires child-accessible services to prevent children from accessing harmful content,
categorized as “primary priority content,” “priority content,” and “non-designated content.”’

Notably, all peer jurisdictions have adopted a form of content-based harm mitigation, with
regulators either handling user complaints directly or requiring platforms to do so. Most can
escalate unresolved complaints, issue binding takedown orders, and impose penalties for
non-compliance.

Canada, by contrast, has no dedicated mechanism beyond law enforcement. Users may
report illegal content only to local police or through Cybertip.ca,®® which refers cases back
to law enforcement. This reliance on law enforcement both delays intervention for affected
children and creates a barrier to reporting, as those most at risk may be least likely to feel
safe involving police. It also fails to address a wider range of harmful but legal content. To
align with international best practice, Canada’s online safety framework must include a
content-based approach covering both illegal and legal content that may be harmful to
children. However, such reactive measures are insufficient. To provide meaningful protection,
Canada’s framework must also adopt proactive design-based approaches to prevent
children’s exposure to illegal and harmful content online.
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Age-Based Approach

An age-based harm mitigation approach involves implementing protective measures
tailored to the specific needs of children and youth. This may include tailored platform design
features by age range, default settings, or either de facto or explicit age requirements to
access specific digital platforms or services (e.g., disabling voice/text chat and real-money
purchases for younger users until parental consent is provided).”

In the context of online safety measures, the digital age of consent is the minimum age at
which anindividual can legally provide their own permission for the collection and processing
of their personal information by online companies. This age varies across international
jurisdictions. Operationalized through mechanisms including cookie consent banners, “click-
wrap” agreements, and in-app permission requests, its effectiveness in protecting young
people is limited. More fundamentally, consent frameworks assume levels of comprehension,
voluntariness, and foresight that many children, specifically younger children, do not possess
given their evolving cognitive development and critical thinking skills.?®® Complex privacy
policies, “consent fatigue,”®® and a lack of genuine user control compromise these age-
based interventions.

’The UK’s Online Safety Act and Ofcom define “primary priority content” as content such as pornography,
suicide, self-harm, and eating-disorder material; “priority content” as harmful content including abusive,
bullying, violent, and dangerous challenge material; and “non-designated content” as other content that

presents a material risk of significant harm to children.



Table 4 highlights the age-based approaches being adopted in each jurisdiction studied.

Table 4. Age-based requirements of peer jurisdictions

Jurisdiction

Australia
EU

Fiji
France
Germany

Ireland

New
Zealand

Republic

of Korea

Slovakia

South
Africa

UK

Age of Consent
Parental
Child consent
consent if child
under-age
16 No
13-16 Yes
N/A N/A
5 Yes, jointly
with child
16 Yes
16 Yes
N/A N/A
14 Yes
16 Yes
18 Yes
13 Yes

Age-Appropriate Design

Protect children
from harmful
content online

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Age-appropriate
design

experience

Yes

Yes

No

Yes

Yes

Yes

No

Yes

Yes

Age Assurance

Requirement

In development

In development

No requirement
In development

In development

Age assurance or floor
protection® for all users

No requirement

Includes government
identification (ID), verifiable
e-signature, personal ID,
established accounts

In development
In development

Includes photo ID, credit card
checks, email-based and
facial-based age estimation

& Floor protection refers to applying baseline safety measures to all users when a service cannot reliably verify age,

ensuring that children are still protected from harmful content.




Most jurisdictions have established a minimum age for accessing digital services, typically
ranging from 13 to 16. In 2025, Australia raised the minimum age for social media accounts
to 16; New Zealand’® has proposed similar age restrictions. Within the EU, several member
states (including Spain, France, and Greece) are exploring a harmonized higher minimum
age for social media services.”

Some jurisdictions require platforms to implement an “age-appropriate design experience,”
including restricted access to specific features. For example, France prohibits users under 18
from accessing monetizable features in online games, while the Republic of Korea requires
users to be at least 16 to create an online gaming account.

Existing self-declaration methods used by platforms to verify user age are proven to be
inadequate, as shown by the widespread presence of users under the current minimum
age on social media.”? Instead, age-based protection systems require the development,
implementation, and regulation of effective age-assurance systems. Efforts to support more
robust age-assurance include the EU’s “white-label age verification app” that reads official
IDs and confirms age for websites and apps without gathering any other personal details.
Member states, including Denmark, France, Greece, Italy, and Spain, were set to pilot the
solution in July 2025.7% Australia launched its Age Assurance Technology Trial in November
2024, with preliminary findings confirming technical feasibility of age assurance and further
guidance is expected.”* The UK has also recently released guidelines outlining acceptable
verification methods.”®

In Canada, the digital age of consent is 13.7° In May 2025, Quebec recommended raising
it to 14.7778 The Office of the Privacy Commissioner of Canada signalled growing national
attention to age-assurance requirements by conducting an exploratory consultation on
age-assurance technologies.”®

While age-based approaches and age-assurance mechanisms can support the
enforcement of the digital age of consent and facilitate precise child-specific protections,
raising the minimum age to effectively ban children from digital spaces is a potentially
counterproductive strategy. It risks excluding youth from beneficial online spaces, such as
for education, entertainment, and positive social interaction, removes the responsibility of
platforms to create safer digital environments, and may risk driving young people toward
unregulated and less safe online spaces. Moreover, age-assurance mechanisms may
have inherent limitations and, if poorly designed, may undermine children’s right to privacy,
participation, and access to information, or become a superficial “box-checking” exercise
focused on age-gating rather than safety.®® Real safety improvements require design
changes, including platform accountability for safety-by-design measures, with age-
assurance mechanisms that meet privacy protective standards serving as one tool for harm
reduction in the online world.



Design-Based Approach

A design-based approach to online harm mitigation requires digital platforms to embed
child-protective measures directly into the architecture of their platforms and processes.
This approach aims to ensure that children and youth are proactively shielded from online
harms, while still being able to benefit from the opportunities of the digital environment.
The principle of “safety-by-design,” long established in the regulation of physical products
used by children, including car seats and toys, is increasingly recognized as a necessary
standard for digital platforms.® Applying this established regulatory expectation to the online
environment is essential to ensuring equivalent protections for children across physical and
digital contexts.

Peer jurisdictions adopt this approach through statutory duty of care (UK), due diligence
obligations (EU), enforceable codes (EU, UK, Ireland, Australia), and voluntary guidelines
(South Africa, New Zealand). The EU’s and UK's legislated due diligence obligations and duties
of care respectively require platforms to conduct risk assessments, implement mitigation
measures, and report to regulators. Platform non-compliance can result in significant
penalties including 5 per cent of global annual turnover (EU) or 10 per cent of qualifying
worldwide revenue (UK). Similarly, Australia’s Online Safety Act mandates risk assessments
and “reasonable safety steps,” though penalties only apply for non-reporting.
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Table 5 outlines key safety-by-design protections for children in legislation, regulation, codes,
and guidelines across five jurisdictions; the other jurisdictions do not contain explicit safety-

by-design provisions.

Table 5. Safety-by-design provisions of peer jurisdictions

Safety-by-Design Provision

Jurisdiction

South New
Africa Zealand

EU UK Australia

Risk Assessments

Assess and mitigate systemic risks
posed to children

Assess a child’s likelihood of accessing the service

Follow regulators for guidance on
risk-assessment standards

Assess risks against regulators released risk profiles

v v v
v v v
v v v
v v v

Internal Policies

Involve children in the design of the platform

Assign dedicated staff (audit committee, accountable

persons) for mitigation of risks to children

Train staff in compliance duties to protect children

Collaborate with external stakeholders

v

v v v v

v v

v v v v

Transparency and Accountability

Outline child risks, protection measures,
and tools in terms of service

Uphold set community guidelines and policies

Present information in an engaging,

child-friendly format

Alert children when features or behaviours pose a
risk (e.g., changing default settings, geolocation,
processing of personal data)

v v v v

v v v

v v v v v
v v v



South New
Africa Zealand

Set children’s accounts to private by default and v v v v

restrict interaction outside of connected accounts

EU UK Australia

Conduct data protection assessments v v

Minimize data collection to essential activities a v v

child is engaged in

Do not disclose children’s data to third parties v
Implement effective age-assurance v v v v
Acknowledge children’s evolving capacities through v v v

age-appropriate design

Modify recommender systems9 to reduce exposure v v v
to harmful content and loops

Encourage user’s agency over content and interactions

(e.g., category selection, recommendation feed
resets, negative feedback)

Avoid features that extend engagement

(e.g., revx./ard loops, continuous scrolling, push v v
notifications, auto-play features, streaks,

ephemeral content, read receipts)

Avoid profiling advertising v v

Avoid geolocation tracking v v

Limit commercial practices that lead to unwanted
spending or addictive behaviours (e.g., virtual v v
currencies, loot boxes, aggressive advertising)

® Recommender systems, also known as content curation systems, are systems that prioritize content or make
personalized content suggestions to users of online services. In the context of safety-by-design, modifying
recommender systems may involve embedding safety measures directly into the algorithm architecture to
proactively mitigate risks. (eSafety Commissioner)
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South New

EU UK Australia Africa Zealand

User Empowerment

Empower children to easily block and mute users v v v

Enable users to issue complaints easily,
respond swiftly, and communicate process and v v v v
timeframe clearly

Offer parental control tools v v v v
Use of Al

Put safeguards around Al chatbots v v

(e.g., assess risks, restrict access, warning labels)

Limit use of support tools based on Al interacting v

with children

Limit children’s exposure to Al that influences
children for commercial purposes

As seen above, leading jurisdictions like the EU and UK have outlined safety-by-design
measures for children that span all aspects of platform design. Similar measures appear
in voluntary guidelines such as in New Zealand and South Africa, reflecting a global shift
towards safety-by-design. Notably, Australia’s guidelines closely mirror those of the EU
and UK but lack enforceability as obligations are primarily set out in non-binding guidance.
In 2025, Australia’s statutory review of its Online Safety Act recommended introducing a
legislated duty of care to strengthen enforcement, which, at time of writing, the government
had committed to advancing.®?

In line with international best practice, Canada should prioritize a design-based approach
to online safety legislation that requires platforms to build digital environments centred on
the safety, well-being, and best interests of children and youth. These requirements must be
enforceable, such as through a statutory duty of care.

Additionally, the regulator should be mandated to develop a comprehensive children’s
code, outlining specific safety-by-design provisions for services accessible by children and
grounded in a binding legal framework.



Conclusion

Screens have become ubiquitous in the lives of children and youth, and in most places they
live, learn, and play. The impact of the unregulated digital environment on child development
is undoubtedly one of the most significant and unpredictable issues facing child health
today. While Canadian children face profound mental and physical health harms from online
spaces that are designed and operated counter to children’s best interests, industry giants
continue to operate in Canada without meaningful accountability and exert widespread
influence over young Canadians without adequate safeguards. The global momentum
towards online safety legislation, coupled with robust science and overwhelming public
support, underscores a growing international consensus on the need for federal oversight. To
protect children and youth, and the well-being of future generations, it is critical that federal
policymakers in Canada catch up to international best practice and implement robust,
child-centred online safety regulations. As such, Canada’s priority should be to establish
an independent online safety regulator. This authority should enforce a statutory duty of
care on online platforms and services, with an emphasis on obliging them to implement
proactive, safety-by-design measures. To guide its work and to ensure children’s rights
and well-being, Canada should also develop and apply a comprehensive children’s code.
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Appendix

Jurisdiction Digital Safety Legislation

Basic Online Safety Expectations (2022)

Online Safety Act (2021)
Industry Codes and Standards

Australia

(eSafety Commissioner)

Guidelines on the Protection of Minors (2025)
Digital Services Act (2022)

Regulation to address the dissemination of terrorist content online (2021)
Audio-Visual Media Services Directive (2018)
General Data Protection Regulation (2016)

European Union

(European Commission)

Fiji Online Safety Regulations (2019)
(Online Safety Commission) Online Safety Act (2018)
France . . ..
Securing and Regulating the Digital Space (2024)
(Arcom)

Digital Services Act (2024)
Second Act Amending the Youth Protection Act (2021)

Telecommunication Digital Services Data Protection Act (2021)

Germany

(Bundesnetzagentur)

Online Safety Code (2024)
Online Safety and Media Regulation Act (2022)

The Fundamentals for a Child-Oriented Approach to Data Processing (2020)

Ireland

(Coimisian na Mean)

New Zealand Voluntary Code of Practice for Online Safety and Harms (2022)
(NetSafe) Harmful Digital Communications Act (2015)

Republic of Korea Act on Promotion of Information and Communications

(Korea Communications Network Utilization and Information Protection (2024)

and Standards Commission) Telecommunication Business Act (2023)

Slovakia

The Media Services Act (2022)

(Council for Media Services)

South Africa Industry Code on Prevention of Online Harm (2023)
(Film and Publications Board) Films and Publications Act (amended in 2022)

Protection of Children Code of Practice (2025)

Online Safety Act (2023)
United Kingdom

Age-Appropriate Design Code (2020)
(Ofcom) .
UK Data Protection Act (2018)

UK General Data Protection Regulation (2016)
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